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The platoon of Israeli soldiers surges through the city neighbourhood, in pursuit of a heavily armed
insurgent team. They’d been spotted just minutes earlier by an Unmanned Aerial Vehicle orbiting high
overhead. Rounding a corner, the platoon runs into the kind of low-tech obstacle that has vexed
armies for thousands of years. A wall, slightly too tall to see over.

The lieutenant in charge is worried. Insurgents might be waiting to ambush his soldiers as they climb
over the wall. The UAV can’t get an angle on the area. Tall buildings block its line of sight. The officer
needs some way to look over the wall without endangering his troops. He calls forward a four-man
team.

The four troopers — two technicians and two guards — comprise the world’s first dedicated combat
robot team. They represent a new way of thinking for the IDF, and for the many armies that carefully
follow Israeli advances in the art of war.

With the two guards covering their backs, the two robot operators reach into their backpacks. They
assemble a device that looks a lot like a baseball dangling from a fishing pole. The ball is actually a
self-rotating robot. It's equipped with tiny cameras, and can beam streaming video to a laptop
computer that the lieutenant carries. The manufacturer, ODF Optronics, of Tel Aviv, calls the robot the
EyeBall.

The operators raise their arms to extend the EyeBall over the wall until it dangles on the opposite side.
The lieutenant logs onto his laptop, detects the EyeBall’s signal and tells the tiny robot to peer around.
The officer sees everything the EyeBall sees. Confident that the insurgents are not plotting an ambush,
he orders his men to climb the wall.
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This scenario is fictional, but incidents like it have played out countless times in training and combat,

in the last two years. EyeBall and its operators represent a make-over of Israeli forces that was spurred
by humiliating defeats in Lebanon three years ago. The revamped Israeli Defence Forces combine high
technology with no-nonsense tactics. The IDF’s new ways offer a tantalising glimpse of future warfare.

The throwable EyeBall robot (Photo: ODF Optronics)

Outnumbered but undefeated

In 1948, the Israeli army numbered just 100,000 former militiamen and was armed with an unwieldy
mix of cast-off, smuggled and locally manufactured arms. That year, this ragtag force defeated the
combined armies of Egypt, Iraq, Jordan, Lebanon, Saudi Arabia and Syria, in a fight over Jewish
statehood.

The first Arab-Israeli war forged a fearsome reputation for the Israeli Defence Forces. Israeli victories
against Arab armies in 1956, 1967 and 1973 only boosted the IDF’s status. In June 1982, the Israelis
scored one of history’s most lopsided military victories. In two days of fighting over Lebanon, Israeli
warplanes shot down at least 64 Syrian planes — and as many as 82 — for no losses of their own.

Undefeated for decades, the IDF was confident of victory when Israeli troops invaded Lebanon again
in July 2006, aiming to rescue two kidnapped Israeli soldiers and disarm Hezbollah, the Islamic
extremist group that held the soldiers. But the ensuing battles proved a nasty surprise for the IDF.
More than 100 Israeli troops died, some in sophisticated ambushes. After dropping thousands of
bombs, to little effect, the IDF pulled out. It would be two years before Hezbollah returned the bodies
of the two captured soldiers.

Iran-backed Hezbollah fighters had surprised the IDF with a complex mix of insurgent tactics and
high-tech weaponry. It was the first major example of what military thinkers call a “hybrid war.” In
hybrid fighting, “you’re going to see a mix of conventional and unconventional” tactics and
technology, General James Mattis of the US Marine Corps explained.



Decades without defeat had, ironically, contributed to the IDF’s poor performance. That was the
conclusion of an Israeli commission that convened after the war. “Some of the political and military
elites in Israel have reached the conclusion that Israel is beyond the era of wars, [that] it had enough
military might and superiority to deter others from declaring war against her,” the Winograd
commission reported. For that reason, Israeli leaders had felt “no urgent need” for Israel’s forces “to
update in a systematic and sophisticated way.”

The 2006 Lebanon war proved that philosophy wrong. In the wake of Israel’s withdrawal from
Lebanon, the IDF set about correcting its deficiencies. The reforms got the IDF “back to basics,”
according to David Johnson, an analyst with the American think-tank RAND.

In December 2008, a smarter, better-trained and better-equipped IDF launched a series of air, ground
and sea attacks on Gaza. The goal of Operation Cast Lead was to disarm and isolate the Iran-
supported Palestinian extremist group Hamas. Hamas was just as heavily armed as Hezbollah, and
used many of the same tactics. Some pundits predicted disaster. But when the IDF withdrew in
January, it had lost just 13 killed.

Over Gaza, IDF pilots proved how far they’d come, since Lebanon. “The opening strikes ... involved
more than 100 aircraft attacking in several waves,” wrote David Eshel, a correspondent in Tel Aviv.
“The target bank of weapon caches, supply tunnels, rocket production facilities and underground
rocket launching sites, along with Hamas administration structures, were destroyed within the first
four minutes of the attack.”

For Israel, Gaza represented the victory that the 2006 Lebanon war should have been. For the rest of
the world, it was a vital case study in hybrid warfare.

To help us better understand how the IDF fought in Cast Lead, and how the IDF and other armies will
fight in the future, Israel granted Wired.co.uk rare access to the IDF’s ground, air and sea forces.

Air warfare, Hollywood style

In the years before the Lebanon conflict, the IDF’s once-vaunted fighter pilots — the force that had
cleaned up against the Syrians over the Bekaa — lost their edge. Equally alarming, they lost their once-
close relationship to IDF ground forces. As pilot skills deteriorated, the IDF removed from the ground
forces the forward air controllers who coordinated front-line air strikes. After Lebanon, the army
restored the controllers to their old positions. Meanwhile, the air force ramped up its training.

Bigger or richer air forces can afford specialised squadrons devoted to long-range bombing, attacking
front-line ground targets or dogfighting. But not the IDF. All of its squadrons do a little bit of
everything. While Israel’s main fighter, the American-built F-16], is capable of every mission, the pilots
are another matter. There’s only so much time to train for different tasks. The training challenge is
only exacerbated by Israel’s lack of airspace. The whole country is 9,000 square miles in area. The US
Air Force’s Nellis training range, by comparison, is 12,000 square miles. Between limited training
space and the high demands on its pilots, the IDF must get creative to maintain its aerial advantage.

So the IDF turned to computer simulators to help boost pilot training. Israel contracted Lockheed
Martin to install sophisticated simulators in the facilities of its training squadron in Hatzor. Each
simulator boasts an IMAX-like movie screen. The screen depicts a computerised world populated,
Hollywood effects-style, by enemy fighters and ground targets. Every IDF pilot visits Hatzor once a
year, for four days, flying three simulated missions per day. “The benefit to the simulator is that I can



feel the most stressful conditions, yet not put myself or the aircraft in any danger,” said “Captain G,”
an F-16 pilot. (The IDF air force does not disclose the identities of its pilots and ground crew.)

Many air forces have flight simulators. After all, even teenage gamers have access to realistic flying
games like Microsoft Flight Simulator. What makes Hatzor better is the people behind the sim, said
Major E, the training squadron commander. A highly trained staff of young airmen act as “god” and
the “brains” for the training runs. They control the weather in the simulation, cause unpredictable
mechanical malfunctions in the trainees’ plane and direct enemy forces on the ground and in the air.
Incidentally, Hatzor’s simulation staff is all female. Simulation operator is one of the “most elite
positions for women in the IDF,” Major E explained.

Simulation controllers at Hatzor (Jason Reich)

The operators — including “Corporal Ofir,” who was overseeing a simulation during Wired.co.uk’s
visit — are “picked up straight from high school, sent to a gruelling ten-month course, and at the age of
18 or 19 are already working with our pilots,” Major E said. The operators even learn fighter-pilot
lingo, so they can recite realistic radio chatter for the trainees” simulated wingmen.

Turn-around is speedy, as demand for pilots is unrelenting. Wired.co.uk watched two crews cycle
through one simulator within just 20 minutes. Although Israel is at peace at the moment, the potential
for conflict is high. The IDF air force has apparently been busy countering Iranian influence across the
Middle East. In January, Israeli jets allegedly bombed an arms convoy travelling through Sudan, en
route to Gaza. And in September 2007, IDF planes apparently struck a suspected Syrian nuclear
facility. Both the arms convoy and the nuclear site reportedly had ties to Iran. In April, the Iranian air
force cancelled a ceremonial fly-over in Tehran, over fears the IDF might bomb the assembled aircraft.
The cancellation was proof the IDF had earned back its old reputation.

Navigating dangerous waters
For all the air force’s failures during the Lebanon war, it was the Israeli navy that received the biggest

shock. On July 14, 2006, a sophisticated, Iranian-made anti-ship missile, fired by Hezbollah forces,
struck the Israeli corvette Hanit, killing four sailors. Missiles narrowly missed other IDF vessels. High-



tech weapons in the hands of a traditionally low-tech extremist group is hallmark of hybrid warfare.

For years, the IDF had struggled to protect its ships and boats from insurgent attackers. In 2000, 2002
and again in April this year, Palestinian extremists using explosive-laden fishing boats tried to blow
themselves up alongside Israeli patrol vessels. Bombers, combined with the missile threat, have made
the waters off Gaza and Lebanon some of most dangerous in the world. After Lebanon, the Israeli
navy realised it no longer had the upper hand.

-

An IDF navy commander on board a missile corvette (Jason Reich)

The IDF’s answer was to update its tactics and equipment. For starters, Israeli corvettes apparently
now operate mostly at night, when it’s more difficult for extremist missile-launchers and bombers to
spot them. Also, the ships probably use more electronic jamming. When Israeli warships must operate
during the day, they stay farther from land, according to a senior navy source. That means corvettes
like Hanit, which has been repaired, rely heavily on missiles, rather than guns, to hit ground targets.
The IDF showed Wired.co.uk a series of videos depicting a corvette firing what appear to be Spike
armour-piercing missiles at targets in Gaza. The Israeli navy arms many of its vessels with highly
accurate Typhoon weapons mounts that can be fitted with machine-guns, grenade launchers or Spike
missiles.

To put distance between its ships and potential attackers, the IDF is buying the Protector, a robotic
boat that can also carry Typhoon mounts. Built by the Israeli company Rafael, Protector can range as
far as ten miles from its operators, who might ride in a corvette or other vessel. The IDF wouldn’t go
into detail about its Protectors, simply stating that the robot is “operational” — meaning it has probably
seen combat.

Robots, all around

The IDF ground forces share the navy’s emphasis on robots. The EyeBall robot that dangles over walls
is just one of a network of small bots the IDF is adopting. The network is meant to give platoons more



eyes and ears during the bloody, chaotic urban battles that characterised both Lebanon and Gaza.

Besides the EyeBall, the bots include: the EyeDrive, which mounts the EyeBall’s tiny cameras on a
miniature tank chassis; the EyeFly, which fixes the camera to an arrow fired from a rifle barrel; and the
EyeGuard, an adhesive camera that can be slapped onto any vertical surface. The bots automatically
log onto a cellular-style data network and feed video and audio to the platoon leader’s touch-screen

laptop.
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Eyeguard adhesive camera (ODF Optronics)

That simplicity is key. The new, no-nonsense IDF demands that any technology must work in even the
most dire circumstances. ODF’s robot network fits that bill, 2nd Lieutenant Niv Pe’er, an IDF
instructor, said during Wired.co.uk’s visit to a ground forces training facility. “When we train the
operators, we spend very little time on the technical details, because it is so easy to learn,” Pe’er said.
Instead, instructors spend most of their time “teaching the soldier to see the robot as an extension of
his natural senses.” In other words, convincing soldiers, who might be sceptical Lebanon veterans, to
trust a robot as much as a person.

For many in the IDF, the post-Lebanon revolution meant returning to traditional training, weapons
and tactics. But that’s not to say the IDF has abandoned high technology. Sensor networks,
Hollywood-style air-combat training and robotic patrol boats are all important parts of the new IDF,
which fought so hard in Gaza to restore its tarnished reputation, and to prove it could defeat the
hybrid threats of today and tomorrow.



